prasnisUsvnu

novUvAUMSUsIUUsIUMISAs:AMUROIAgIAUDIBruIAssumvtnalulad

"~ ROYAL THAI POLICE CLOUD DOCUMENT B6 0 & @




advUvAUMSUSIVLUSIIAMISAS:MAURAtAgIAUDBauInssunmvinalulad

”,5\}’:'

aau.
dunviucsIdUHVBIa

vy.N.
novUyBINSCSIvaauadunaIv

un.uan. .
NDVYUVAUNISUSIUUSIUNISAS:MADIURNQLAEIAU
pppppp psauInssunivtnAalulag

| | |

-Law Enforcement Unit -Law Enforcement Unit -Law Enforcement Unit -Law Enforcement Unit -General Staff Work
-Investigation on -Investigation on -Investigation -Investigation support

-Enforcement Area: -Enforcement Area: -Enforcement Area: -Forensic

Computer or system intrusion Fraud Illegal Content

~ ROYAL THAI POLICE CLOUD DOCUMENT 5 @ ke




ad.(asuadu) nn.3 ua.uon. SDV dJ.An.3 ua.Uuan.
J J

' ROYAL THAI POLICE CLOUD DOCUMENT &6 G @




A\ "Uovriunis” ;addvnsuilududuusn 4

" INAMOUDN

CLOUD DOCUMENT &5 - @& @




linavidd lianiUuIKgd HSa1ASDVUD!IN
=) UDVUUIUMSTDUIOUNITSUIAIS HSDTULN

w.s.n.u1asmsUavaulla:usruusiu
D16su1nssumitnalulad 2566

Uas1 9:

ﬁtmdansaauaautnunnaaulu usgzuouvhn unsalannsauna Hsautgu

wudlannsalinduavau Ioaulouwmu1IuLwamUHsalwaﬂamsnmumaauao HSD
auaaulnunnaau *loHS2 Ul tavHelnsawridkSuusnisinsAwnLA3oun

yDvQU Nud
lagUs: msnsnsan:ssma urlUislunisns: FAIUAALAYIAUDIBEYINSSY

nvtnalulad HéoAMURQNTDIYISULA Govs:owING BT LT H3D

*Usullithiuauuauuin HSanvsrvusu

CLOUD DOCUMENT &5 - @& @



https://ratchakitcha.soc.go.th/documents/140A018N0000000000100.pdf

- ROYAL THAI POLICE CLOUD DOCUMENT &5 - @& @




Phishing

Online
Remote Access S Ccam

— Hacking inine scams, also kr.10wn as
internet scams, continue to
evolve and can vary widely.
The term generally refers to

.\ someone using internet
services or software to defraud
or take advantage of victims,
typically for financial gain.

Malware

Transfer Money

Impersonation

CLOUD DOCUMENT &5 - @& Q




Process

Phishing

Remote Access

Hacking

Malware -
Keylogger

Transfer money

»

»
»
»
»

gn1sdvavn Phishing KSadvdlwalaosuKaonadvlinaavn
IWDLDIUDA HSDSHAWIUUDVRLAUHIE

tunisdvavn HSE)ETS']\)[HCIO\)ZOCI'I\) a lWr'.)IHC]'DLT[HaO ClOCl\)llE)U
dHSU Remote Access lWE)FDUFlUlFlSE)\)DUﬂSfUUE)\)WlaEJH'lU

lm:s:uuowndaoIH?'uaWdu:)'élvTiaZﬁmLnsnuhnaun,ur@alﬁwsﬁa
aUnsaiRldeHe IWoulugUoyadiAtyksasenmlauacdangunsal

dvavAlrridsrisanuliaauau KSona Phishing lwauNoIUsunsu Wwu
Keylogger ulugsBaniumMnRLEsR1e SOUfiv Malware Us:tanau a

angaunul Idnaguiecv a lagdyakuigUanenoliosaanii

W
Wdsrglbudulagasvlriiuause

%
%
%

Target:
LOU HSDUDWA

Target :
LOU HSDUDWA

Target :
LOU HSDUDWA

)) Target :
; LOU HSPUDWA

)) Target :
| nSwg3u KSoou

C

L

OUD DOCUMENT B (&



'/I!

>

35N1SAD AUS18D:=dvavn/QR Code Phishing Wiu SMS/Email Haonaldv
Widosglrnaavn (WoulugdpyarSosHanu

naguIgNlBrannady IWalRNLEUKIENQEVA LEU QQLVRUIBUDVAUSIEAD
- TlasusawvdawiAuy - HaonlRWLdeH19NsSDNTDYASIUCD
- O&paunlBqQws - HaonlRWLdoH19NSDNSHAWIULDU
- Owaqanmv su1A1s uaslouduaon
- Uapuiusunms udv SMS 1dputdutdnoan - W1sHapUNsalad8 Ransomware Y1NAavA La:
iSenAla

Phishing ™

v

CLOUD DOCUMENT &5 - @&

O



Phishing - M.O.
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Remote Access - M.O.
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Hacking - M.O.
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Malware - M.O.
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Transfer Money - M.O.
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Impersonation - M.O.
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https://www.youtube.com/watch?v=YPpge1mNW1I
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https://www.bbc.com/thai/thailand-58472276
https://www.bbc.com/thai/thailand-58472276
https://www.youtube.com/watch?v=8rbB5qvMh84
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https://www.thairath.co.th/news/crime/1926633
https://www.thairath.co.th/news/crime/1926633
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https://mgronline.com/crime/detail/9660000093578
https://mgronline.com/crime/detail/9660000093578
https://www.youtube.com/watch?v=vaXPl_0o0K8
https://www.youtube.com/watch?v=vaXPl_0o0K8
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https://siamblockchain.com/2022/08/06/scam-crypto-5-m-in-th/
https://siamblockchain.com/2022/08/06/scam-crypto-5-m-in-th/
https://www.youtube.com/watch?v=fkhjh1aLiLE
https://www.youtube.com/watch?v=fkhjh1aLiLE
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https://www.thaipbs.or.th/news/content/330119
https://www.thaipbs.or.th/news/content/330119
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https://www.thaipbs.or.th/news/content/325338
https://www.thaipbs.or.th/news/content/325338
https://www.youtube.com/watch?v=bLOYw7hHU7g
https://www.youtube.com/watch?v=bLOYw7hHU7g
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https://www.youtube.com/watch?v=_y2JJnWcENY
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